PLEASE READ THESE INSTRUCTIONS CAREFULLY
BEFORE YOU BEGIN THE APPLICATION

An approved membership with Innovative Credit Solutions will give you access to order
national criminal background reports. Please fill out the application (pages 2 - 6) completely.
Return the application pages by e-mail to info@icscredit.com or fax to 888-571-7222. Please
include a copy of your business license with the application.

o All pages must be signed and completed (no exceptions). Please make sure the
credit card information is correct.

o Enter the information electronically on page 2 (the form will automatically fill the
remaining pages) or a hand-written copy is acceptable.

f If there is a different billing contact and address, please provide this information.

' We must have a copy of your business license or a copy of the document that your
state requires to operate a business.

A copy of the current white or yellow pages ad for your business may be sufficient.

' We will need a telephone number and contact person that can be reached during the
day. An e-mail address and fax number is also needed.

I If you have any questions, please call us at 800-345-2746 or e-mail your questions to
info@icscredit.com. We also offer credit reports and driver record checks to assist you
in making a well-informed decision.
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INNOVATIVE CREDIT SOLUTIONS, INC.
SUBSCRIBER AGREEMENT

For Criminal Report Purposes

This Agreement is made and entered into as of (“Effective Date”), by and between Innovative Credit

Solutions and (Company Name)
(Company Address)
1.

End User:

End User is a (type of business) and has a permissible purpose for obtaining criminal reports in
accordance with the Fair Credit Reporting Act (15 U.S .C. § 1681 et seq.) including, without limitation, all amendments thereto ("FCRA").
The End User certifies its permissible purpose is:

— In connection with the underwriting of insurance involving the consumer or review of existing policy holders for insurance
underwriting purposes, or in connection with an insurance claim where written permission of the consumer has been obtained; or

— In connection with a tenant screening application involving the consumer; or In accordance with the written instructions of the
consumer; or

— In connection with a employment screening application involving the potential or existing employee; or In accordance with the written
instructions of the consumer; or

—  For a legitimate business need in connection with a business transaction that is initiated by the consumer; or

— As a potential investor, servicer or current insurer in connection with a valuation of, or assessment of, the credit or prepayment risks.

End User certifies that End User shall use the criminal reports: (a) solely for the Subscriber’s certified use(s); and (b) solely for End User’s
exclusive one-time use. End User shall not request, obtain or use criminal reports for any other purpose including, but not limited to, for the
purpose of selling, leasing, renting or otherwise providing information obtained under this Agreement to any other party, whether alone, in
conjunction with End User’s own data, or otherwise in any service which is derived from the criminal reports. The criminal reports shall be
requested by, and disclosed by End User only to End User’s designated and authorized employees having a need to know and only to the
extent necessary to enable End User to use the criminal reports in accordance with this Agreement. End User shall ensure that such
designated and authorized employees shall not attempt to obtain any consumer reports on themselves, associates, or any other person
except in the exercise of their official duties.

End User will maintain copies of all written authorizations for a minimum of five (5) years from the date of inquiry.

THE FCRA PROVIDES THAT ANY PERSON WHO KNOWINGLY AND WILLFULLY OBTAINS INFORMATION ON A
CONSUMER FROM A CONSUMER REPORTING AGENCY UNDER FALSE PRETENSES SHALL BE FINED UNDER
TITLE 18 OF THE UNITED STATES CODE OR IMPRISONED NOT MORE THAN TWO YEARS, OR BOTH.

End User shall use each criminal report only for a one-time use and shall hold the report in strict confidence, and not disclose it to any
third parties; provided, however, that End User may, but is not required to, disclose the report to the subject of the report only in
connection with an adverse action based on the report.

With just cause, such as violation of the terms of the End User’s contract or a legal requirement, or a material change in existing legal
requirements that adversely affects the End User’s agreement, Reseller may, upon its election, discontinue serving the End User and
cancel the agreement immediately.

End User will request criminal reports with the knowledge that the information is gathered from databases that are considered public
and end users should not assume that information provided is current, complete or an accurate history of any individual. End users
should review all federal, state and local laws before using this information during the process of intended transaction; hiring/
termination of employee, leasing, renting, selling or any other intention herein. Innovative Credit Solutions assumes no liability for
any claims for damages arising from the use of this data beyond the actual cost of the searches performed.

Company Name: Innovative Credit Solutions

Signature: Signature:

Printed Name: Printed Name:

Title:

Date:

Title:

Date:




INNOVATIVE CREDIT SOLUTIONS, INC.
PHONE: 1-800-345-2746 FAX: 1-888-571-72222

END USER CERTIFICATION OF USE FOR
EMPLOYMENT REPORTS

In compliance with the Federal Fair Credit Reporting Act as amended by the Consumer Credit Reporting Reform Act of
1996 (the “Act”), (“End User”) hereby certifies to Innovative Credit
Solutions that it will comply with the following provisions:

1. End User will ensure that prior to procurement or causing the procurement of a consumer report for
employment purposes:
a. aclear and conspicuous disclosure has been made in writing to the consumer at any time before the
report is procured or caused to be procured, in a document that consists solely of the disclosure, that a
consumer report may be obtained for employment purposes; and
b. the consumer has authorized in writing the procurement of the report by the End User.

2. In using a consumer report for employment purposes, before taking any adverse action based in whole or in
part on the report, the End User shall provide to the consumer to whom the report relates
a. acopy of the report; and
b. adescription in writing of the rights of the consumer under the Act, a copy of which is attached hereto
(“Summary of Consumer Rights”).

The information from the consumer report will not be used in violation of any applicable federal or state equal
employment opportunity law or regulation.

End User hereby acknowledges receipt of the Summary of Consumer Rights.

End User - Company Name

Print Name

Signature Date

Title



Access Security Requirements

The following information security controls are required to reduce unauthorized access to consumer information. It is your
(company provided access to data through Innovative Credit Solutions, referred to as the “Company”) responsibility to
implement these controls. If you do not understand these requirements or need assistance, it is your responsibility to get an
outside service provider to assist you. Innovative Credit Solutions reserves the right to make changes to these Access Security
Requirements without prior notification. The information provided herewith provides minimum baselines for information
security.
In accessing Innovative Credit Solutions’ services, Company agrees to follow these security requirements. These requirements
are applicable to all systems and devices used to access, transmit, process, or store data:
1. Implement Strong Access Control Measures
1.1 All credentials such as Subscriber Code number, Subscriber Code passwords, User names/identifiers (user IDs) and user
passwords must be kept confidential and must not be disclosed to an unauthorized party. No one from Innovative Credit
Solutions will ever contact you and request your credentials.
1.2 If using third party or proprietary system to access Innovative Credit Solutions’ systems, ensure that the access must be
preceded by authenticating users to the application and/or system (e.g. application based authentication, Active Directory,
etc.) utilized for accessing Innovative Credit Solutions data/systems.
1.3 If the third party or third party software or proprietary system or software, used to access Innovative Credit Solutions
data/systems, is replaced or no longer in use, the passwords should be changed immediately.
1.4 Create a unique user ID for each user to enable individual authentication and accountability for access to Innovative Credit
Solutions’ infrastructure. Each user of the system access software must also have a unique logon password.
1.5 User IDs and passwords shall only be assigned to authorized individuals based on least privilege necessary to perform job
responsibilities.
1.6 User IDs and passwords must not be shared, posted, or otherwise divulged in any manner.
1.7 Develop strong passwords that are:

Not easily guessable (i.e. your name or company name, repeating numbers and letters or consecutive numbers and

letters)

Contain a minimum of eight (8) alphabetic and numeric characters for standard user accounts

For interactive sessions (i.e. non system-to-system) ensure that passwords/passwords are changed periodically (every 90

days is recommended)
1.8 Passwords (e.g. subscriber code passwords, user password) must be changed immediately when:

Any system access software is replaced by another system access software or is no longer used

The hardware on which the software resides is upgraded, changed or disposed

Any suspicion of password being disclosed to an unauthorized party
1.9 Ensure that passwords are not transmitted, displayed or stored in clear text; protect all end user (e.g. internal and external)
passwords using, for example, encryption or a cryptographic hashing algorithm also known as “one-way” encryption. When
using encryption, ensure that strong encryption algorithm are utilized (e.g. AES 256 or above).
1.10 Implement password protected screensavers with a maximum fifteen (15) minute timeout to protect unattended
workstations. Systems should be manually locked before being left unattended.
1.11 Active logins to consumer information systems must be configured with a 30 minute inactive session timeout.
1.12 Ensure that personnel who are authorized access to consumer information have a business need to access such
information and understand these requirements to access such information are only for the permissible purposes listed in the
Permissible Purpose Information section of the membership application.
1.13 Company must NOT install Peer-to-Peer file sharing software on systems used to access, transmit or store data.
1.14 Ensure that Company employees do not access their own reports or those reports of any family member(s) or friend(s)
unless it is in connection with a business transaction or for another permissible purpose.
1.15 Implement a process to terminate access rights immediately for users who access consumer information when those users
are terminated or when they have a change in their job tasks and no longer require access to that information.
1.16 Implement a process to perform periodic user account reviews to validate whether access is needed as well as the
privileges assigned.
1.17 Implement a process to periodically review user activities and account usage, ensure the user activities are consistent with
the individual job responsibility, business need, and in line with contractual obligations.
1.18 Implement physical security controls to prevent unauthorized entry to Company’s facility and access to systems used to
obtain consumer information. Ensure that access is controlled with badge readers, other systems, or devices including
authorized lock and key.
2. Maintain a Vulnerability Management Program
2.1 Keep operating system(s), firewalls, routers, servers, personal computers (laptops and desktops) and all other systems
current with appropriate system patches and updates.



2.2 Configure infrastructure such as firewalls, routers, servers, tablets, smart phones, personal computers (laptops and
desktops), and similar components to industry best security practices, including disabling unnecessary services or features, and
removing or changing default passwords, IDs and sample files/programs, and enabling the most secure configuration features
to avoid unnecessary risks.
2.3 Implement and follow current best security practices for computer virus detection scanning services and procedures:
Use, implement and maintain a current, commercially available anti-virus software on all systems, if applicable anti-virus
technology exists. Anti-virus software deployed must be capable to detect, remove, and protect against all known types
malicious software such as viruses, worms, spyware, adware, Trojans, and root-kits.

Ensure that all anti-virus software is current, actively running, and generating audit logs; ensure that anti-virus software is
enabled for automatic updates and performs scans on a regular basis.
If you suspect an actual or potential virus infecting a system, immediately cease accessing the system and do not resume
the inquiry process until the virus has been eliminated.
3. Protect Data
3.1 Develop and follow procedures to ensure that data is protected throughout its entire information lifecycle (from creation,
transformation, use, storage and secure destruction) regardless of the media used to store the data (i.e., tape, disk, paper,
etc.).
3.2 Consumer data is classified Confidential and must be secured to in accordance with the requirements mentioned in this
document at a minimum.
3.3 Procedures for transmission, disclosure, storage, destruction and any other information modalities or media should address
all aspects of the lifecycle of the information.
3.4 Encrypt all Consumer data and information when stored electronically on any system including but not limited to laptops,
tablets, personal computers, servers, databases using strong encryption such AES 256 or above.
3.5 Consumer data must not be stored locally on smart tablets and smart phones such as iPads, iPhones, Android based
devices, etc.
3.6 When using smart tablets or smart phones to access Consumer data, ensure that such devices are protected via device
pass-code.
3.7 Applications utilized to access Consumer data via smart tablets or smart phones must protect data while in transmission
such as SSL protection and/or use of VPN, etc.
3.8 Only open email attachments and links from trusted sources and after verifying legitimacy.
3.9 When no longer in use, ensure that hard-copy materials containing Consumer data are crosscut shredded, incinerated, or
pulped such that there is reasonable assurance the hard-copy materials cannot be reconstructed.
3.10 When no longer in use, electronic media containing Consumer data is rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion, or otherwise physically destroying the media (for example,
degaussing).

Subscriber:

(please print)

Signature:

Print Name:

Date:
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